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Certified senior privacy and cybersecurity professional who manages business risks.

* Problem solver with project management, collaboration, communication, and leadership skills.

TECHNICAL & SPECIALIZED SKILLS

e Extensive experience using regulatory frameworks (privacy, Sarbanes-Oxley, HIPAA), best practices
(ISO 27000, NIST, PCI), and risk assessments to select, implement, and validate effectiveness of
safeguards.

* Expertise in policies, standards, processes, compliance, audits, risk management, business continuity
and disaster recovery, records management, and training. Current CIPT (formerly CIPP/IT), CISM, and
CRISC certifications.

* Hands-on experience with application and system administration, IT and security operations, and
software development. Experience with Linux, Windows, MacOs, Google Apps for Work.

WORK HISTORY

MOTOROLA MOBILITY, Chicago, IL
Information Protection Principal 2011-2014
Key contributor to information protection team and privacy working group.

* Helped build new privacy program on time and under budget. Program passed external audit.

* Developed and updated policies, standards, guidelines, supporting documents, and website.

e Advised on issues of policy, process improvements and technical solutions.

e Performed SOX, PCI, supply chain, IT, and other assessments.

*  Wrote Security Basics course and contributed to other required courses and modules.

MOTOROLA, Schaumburg, IL
Information Protection Principal 2006-2010
Co-developer of the iProtect program, which established the modern information protection framework.

¢ Co-author of total rewrite of information protection policy, standards, supporting documents.

* Helped develop a tool and process to manage policies, standards and exceptions, which allowed

employees and IT staff to easily find the controls that apply to them.

¢ Contributed to development of new assessment strategy and roadmap, mentored assessor.

* Reviewed compliance with controls and wrote white-paper recommending eleven projects.

* Contributed to awareness, education and communications program.

* Instructed over 100 IT staff on information protection processes.

¢ Audited SOX controls and drove remediation.

IT Architect VI 2005-2006
Improved security of Motorola products and services. Advised product developers about information protection.
Co-authored Product Security Policy, defined security metrics, co-authored training course taken by 20,000
product staff, and advised the Networks business in implementing security best practices.

IT Architect V & VI 2000-2004
Managed the “Protect” initiative that provided internal consulting, recommendations, and technical solutions to
ensure the security of Motorola’s information systems and communications infrastructure. Defined and sponsored
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or managed projects based on risk assessments. Provided organizational and technical leadership for a staff of
five to eight engineers.

Manager, Enterprise Information & Communications Security 1997-1999
Ensured the security of Motorola’s information and telecommunications infrastructure. Managed 5-9 member
team with up to $2.4M annual budget.

* Developed comprehensive plan to defend company intellectual property, ensure business continuity, and
protect company reputation.

* Recommended, sponsored, and obtained funding for projects and technologies to improve Motorola's
security and legal/regulatory compliance. Began industry benchmarking and vulnerability
detection/remediation.

* Contributed to policies and procedures regarding security, privacy, appropriate use of computers, records
retention, and investigations.

Network Security Manager 1991-1997
Technical lead for new information security team. Co-created network and security architectures, policies, and
standards. Assessed security compliance and helped improve general controls audits. Researched and
implemented security tools. Co-developed incident response process and training program.

Engineering Section Manager 1989-1991
Managed up to 22 staff in selection, installation, and operation of 1200 workstations, servers, and networking
equipment. Led implementation of $20M hardware expansion with $5M annual budget.

Engineering Group Leader 1984-1989
Led five engineers and two technicians in support of software development operations.

Senior Software Engineer 1982-1984
Developed internal software used by product developers.

Software Engineer | 1980-1982
Designed and implemented mobile telephone switch fault detection software.
EDUCATION

BEET with concentration in software engineering, Northern lllinois University, DeKalb, IL

CERTIFICATIONS

e Certified Information Privacy Technologist (CIPT) (formerly CIPP/IT), 2012-present.
e Certified Information Security Manager (CISM), 2004-present.
e Certified in Risk and Information System Control (CRISC), 2010-present.

PRESENTATIONS

* Building an Information Classification System, ISSA, ISACA, and AITP workshops, 2009.
* Six Sigma Patch Management, RSA Conference 2005.

e Wireless Security, RSA Security “Wireless Live!” Conference, 2001.

e Contributor to the book Cryptography Decrypted (Addison-Wesley), 2000.
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PROFESSIONAL ASSOCIATIONS AND ACTIVITIES

¢ Member of IAPP, ISACA, and ISSA.
e Board Member, Forum of Incident Response & Security Teams (FIRST.org), 1994-1996.
e Contributor to several professional, non-profit, and social organizations.



